Cooperative Agreement
: between
The Office of the Attorney General
of the State of Texas
and
Collin County, Texas

CONTRACT NO. 09-C0019

1,  INTRODUCTION & PURPOSE

1.1. This document encompasses furnishing Registry Only court order information relating to  Child Support, Protective
Orders and Family Violence under the Texas Family Code, Title 4, Subtitle B and Suits Affecting the Parent-Child
‘Relationship under the Texas Family Code, Title 5, Subtitle B for use in the State and Federa! Case Regisiries
(“State Case Registry™) and local handling of inquiries on (including any necessary research) and receiving
information about Child Support Cases where child support payments are remitted to the Texas Child Support State
Disbursement Unit (TxCSDU) (“Local Customer Service”™). A County may contract to provide State Case Registry
services only. However a county contracting to provide Local Customer Service must also contract to provide State

Case Repistry.

1.2. Collin (“County”) is contracting with the Office of the Attorney General (“OAG”) to furnish Registry Only court
order information relating to Child Support, Protective Orders and Family Violence under the Texas Family Code,
Title 4, Subtitle B and Suits Affecting the Parent-Child Relationship under the Texas Family Code, Title 5, Subtitle
B for use in the State and Federal Case Registries and handle inquiries on (including any necessary research) and
receive information about Child Support Cases where child support payments are remitted to the TXCSDU.

1.3. This Contract and its attachments (a1l of which are made a part hereof and expressly included herein) is entered into
urtder the authority of Texas Family Code Section 231.002.

1.4. The term “OAG Systems” when used in this Contract encompasses the OAG Child Support Case Management
System (commonly referred to as TXCSES and TXCSES Web) and any applicable automated systems used by the
OAG’s Vendor for the TxCSDU including all of their subsystems, functions, processes, and security requirements,

1.5. Unless specified otherwise in this Contract, all procedures required fo be followed by the County will be made
available to the County on the OAG child support portal at http://portal.cs.cag.state.tx.us,

2. CONTRACT PERIOD #

.2.1. This Contract shall commence on September 1, 2008 and shall terminate on August 31, 2010, unless terminated
earlier by provisions of this Contract. :

3. REQUIREMENTS OF THE QAG AND THE COUNTY
3.1. State Case Registry Activities

3:1.1.  County shall provide to OAG new and modified child support court orders entered after the effective date
of the Contract for Registry Only child support court order information relating to Suits Affecting the

~ Parent-Child Relationship.
3.1.1.1.  County shall use the original court ordered documents to- obtain the reievant information for entry to
the OAG Systems or may use the “Record of Support” published in the Texas Family Law Manual,

or a similar form completed by the District Clerk or Local Registry’s office that summarizes the
relevant court ordered child support information.

3.1.1.2.  County must provide, if available, the following data elements:
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3.1.1.2.1,  participant type (dependent, custocial parent, non-custodial parent)

3.1.1.22.  family violence indicator

3.1.1.2.3.  name of each participant (last and first)

3.1.1.24,  sex code for each participant

3,1.1.2.5,  social security number for each custodial parent and non-custodial parent and/or date of birth

for each participant

3.1.1.2.6.  cause number

3.1.12.7.  cause county code

3.1.1.2.8.  start date of cause ‘

3.1.1.29.  order modification date .
3.1.1.2.10. address lines 1, 2, and 3, City, State, Zip (custodial parent only).
3.1.1.2.11. sex code for each participant

3.1.1.2.12. family violence indicator, if applicable

3113

3.1.14.

3.L.1L5.

3.11.6.

3117,

3.L18.

3.1L.1%

3.1.1.10.

County shall provide data elements and/or information updates to the OAG Systems for Registry
Only child support court orders signed on or after October 1, 1998.

County shali enter updates on OAG Systems for new case and /or member information provided
by the custodial parent, non-custodial parent, employer, court or attorney of record to the County.

. This includes but is not limited to address information, changes in custody, court order

terminations of all types, child emancipation, multipie payees or- payors, case deactivation and
order transfors. o

‘County shall provide new order information within either five (5) working days of the judge

signing the order or five (5} working days of the date that the County is notified by the Texas State
Disbursement Unit ("TxCSDU") that a payment has been received. at the TxCSDU; whichever is
earlier, : )

County shall provide update order ipformation within three (3) working days of receipt.

County shall provide new and updated order information by data entry directly onto OAG
Systems, unless agreed to otherwise in writing by the OAG Contract Manager.

‘County shall ensure that payments on cases that have been redirected from the County registry to

the TxCSDU are paid to the TXCSDU and that disbursements on such cases are no longét made by

the County. The District Clerk or the Domestic Relations Office (as applicable) shall send all =

erToneously received child support payments to the TxCSDU within one day of receipt.

County agrees that all cowrt orders mwst direct child support payments to the (TxCSDU) in
accordance with Section 154.004 of the Texas Family Code and 42 USC 654b of the Code of
Federal Regulations. Where the County identifies a pattern of court orders from a particular court
or attorney that fail to comply with Section 154.004 of the Texas Family Code and 42 USC 654b
of the Code of Federal Regulations, the County will notify the OAG of same.

County shall work with the TxCSDU to perform the required due diligence to place child support
payments into the hands of custodial parents. .

3.2. LOCAL CUSTOMER SERVICE

3.2.1. County Customer Service Unit Resources and Services

32.1.1

3.2.1.2.

SCR/LCS 7/16/08

The term “Child Support Cases” when used in this Section and its Subsections means: Registry
Only cases (a Registry Only case is a case where the payment is remitted to the State
Disbursement Unit by an employer pursuant to, an original order signed on or after January 1,
1994) and all IV-D cases (also known as “Full Service Cases”).

County shall provide the resources necessary to accomplish the following allowable categories of

customer service activity on Child Support Cases in accordance with the requirements of the
Confidentiality and Security Section below: Payment Inquiry, Payment Research, Employer
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™ Payment Related Calls, OAG Payment Related Calls, Withholding Inquiry (Employer, Custodial

Parent, Non-Custodial Parent). These activities include but are not limited to:

32.1.2.1. Researching payments on Child Support Cases that should have been but were not received

by the OAG.

32.122. Researching disbursements on Child Support Cases that should have been but were not

received by the custodial parent.

3.2.1.23, Providing payment records on Child Support Cases to the court, the guardian ad litem for the

child, the custodial and non-custodial parent and their attorneys, a person authorized by the
custodial or non-custodial parent to have the payment history information, and a District or
County attorney for purposes of pursuing prosecution for criminal non-support of a child.

3.2.1.2.4, The County Customer Service unit shall take inquiries and receive information by, but not

limited to, e-mail, Jetters, phone calls, facsimiles and walk-ins.

3.2.2. Resources as used in this Customer Service Unit Resources and Services section include, but are not
limited to, personnel, office space, equipment, phones and phone lines.

323, .Custonier Service Unit Documentation

3.23.1.

3232,

3.23.3.

3.2.34.

County shall follow OAG procedures relating to data integrity, set forth in Attachment D, when
accepting changes to case information i.e., procedures to properly identify the caller.

County shall perform the Customer Service Unit services using the following guidelines: Respond to
written inquiries within five (5) County work days, take action on information received within three
(3) County work days, document case record of action or information received at time of receipt,
follow up to a telephone inquiry within three (3) County work days, return phone gails within three
(3) County work days, see a customer the same day or schedule appointment within three (3} County
work days of request.

County shall use OAG processes and procedures for forwarding misdirected inquiries between the -
County, and the OAG and the OAG’s designated agent where necessary by providing the toll free
number to the OAG’s Call Center.

The electronic files associated with customer service activity that the County may receive and
process are:

3234.1. Full Service and Registry Only Collections, technical document name: Interface Control

Document 012 (ICD012).

32.34.2. Registry Only Drsbursement Data, technical document name: Interface Control Document

013 (ICD013).

3.2.34.3. Full Service and Registry Only Collection Adjustments, technical document name Interface

Control Document 015 (ICD015).

32.3.44. Registry Only Case Data from Local Registries, technical document name: Interface Control

document 050 (ICD050).

32.4. ‘The electronic file associated with customer service activity that the County may transmit is:

3.24.1

OAG Systems and Local Registries Customer Service Activities, technical document name:
Interface Control Document 835 (ICDO35).

3.2.5. In the event of a failed transmission, or if an unprocessable electronic file is produced, County shall correct
the problem and retransmit within one (1} working day of notification by the OAG!
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3.2.6. County shall record on its antomated system all financial data available from the OAG required to support
the accurate dissemination of payment record information contemplated by this Contract or the County
shall access, as needed, an QAG/TXCSES payment history record, as available, from the OAG TXCSES
Web application.

3.3. ACCESSING OAG SYSTEMS

3.3.1. County Responsibilities

3.3.1.L

3.3.1.2,

3.3.1.3.

3.3.14.

3.3.1.5.

33.1.6.

33.1.7.

3.3.1.8.

Work with the OAG or its designated agent to acquire, when needed, {at no-cost to the County) from
the OAG or its designated agent one personal computer, including the necessary software, to access
the OAG Systems. County will work with the OAG or its designated agent to obtain the database
access required. County is responsible for connecting the hardware 1o its own County network and
for the cost associated therowith.

County must make necessary programming changes o its own awtomated child support system to
accorplish the Jocal customer service activities in this Contract. If the County employs a Vendor for
maintenance and changes to its automated child support system, County must coordinate efforts
between the County Vendor and the OAG or ifs designated agent.

Should the County desire to retain their legacy case management system, whether in-house or
vendor based, the County is required to maintain strict data synchronization with the OAG Systems.
To accomplish this, the County must demonstrate sufficient resources and ability to receive and
process into the County legacy system daily data updates from the OAG in ICDO050 format.

County will be authorized to implement the data synchronization process upon completion of
demonstrated ability and a documented system test.

Whether the County retains their logacy case management system or if data synchronization with the
OAQG Systems is not feasible the County shall enter ail case/member information directly onto the
designated OAG System unless agreed to otherwise in writing by the OAG Contract Manager.

The ICDO50 computer file specifications and format will be made available to the County on the
OAG child support portal. If these specifications change during the term of the Contract, the
changes will be made available on the OAG child support portal and an e-mail notice of such
availability will be sent to the County liaison. The County shall be responsible for implementing the
changes to the electronic file specifications when and as required for OAG Systems processing,
within a reasonabie time frame.

To the extent necessary to fulfill its obligations under this Contract, County shall maintain, at no cost
to the OAG, County hardware and sofiware compatibility with the OAG Computer Systems and
OAG file format needs, to include CAG sofiware and OAG computer hardware and related
equipment upgrades. OAG will provide County with as much notice as possible of intended OAG
Computer Systems upgrades.

County is responsible for all the necessary phone lines. For those counties that do not have internet
access the OAG will ensure that internet service is established for at least one petsonal computer.
However, if the County is not covered by a local Internet Service Provider lecal telephone coverage .
area, then the County is responsible for any unavoidable long distance telephone charges that occur.

3.4, OAG Responsibilities

3.4.1. OAG will work with the County to make sure the County has one personal computer, including the
necessary software, to access the OAG Systems. For those counties that do not have internet access, the
OAG will ensure that internet service is established for at least one personal computer. However, if the
County is not covered by a local Internet Service Providor local telephone coverage area, then the County is
responsible for any unavoidable long distance telephone charges that occur.

4. REIMBURSEMENT

SCR/LCS 7/16/08
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4.1, OAG shall monitor County OAG Systems State Case Registry and, if applicable, Local Custorner Service activities
(direct data entry or electronic file} and summarize for monthly reimbursement amounts.

4.2. OAQG shall forward'a Summary and Reimbursement Voucher to the County for review and approval.

4.3. If the County approves the Summary and Reimbursement Voucher, the County signs the voucher and retumns it to
OAG for payment within ten (10) County work days. County’s signature constitutes approval of the voncher and
certification that all services provided during the period covered by the voucher are included on the voucher, The
OAG shall process the invoice for payment in accordance with the state procedures for issuing state payments and
the Texas Prompt Payment Act.

4.3.1. County shall submit the invoice to:
Contract Manager, State Case Registry and Local Customer Service
Mail Code: 062
Office of the Attorney General
P.O. Box 12017
Austin, Texas 78711-2017

4.4, If County does not approve the Summary and Reimburseinent Voucher, it shall return the voucher to the OAG
within ten (10) County work days of receipt, detailing the basis of any disputed item, and include supporting
documentation. The QAQG shall review the returned voucher. If the dispute is resolved in the County’s favor the
OAG shall make payment as set forth in the preceding subsection. If the dispute is not resolved in the County’s
favor, the QOAQ shall make payment in accordance with the voucher originally sent to the County and forward a
letter of cxplanatlon to the County.

44.1, OAG Rights.Upon Loss of Funding
4.4.1.1. iegislative‘ Appropriations

44.,1.1.1.  All obligations of the OAG are subject to the availability of legislative appropriations and, for
- federally funded procurements, to the availability of federal funds applicable to this
procurement (see Provision of Funding by the United States, subsection below). The parlies
acknowledge that the ability of the OAG to make payments under this Contract is contingent
upon the continued availability of funds for the Child Support Enforcement Strategy and the
State Disbursement Unit Strategy (collectively “Strategies™). The parties acknowledge that
funds are not specifically appropriated for this Contract and the OAG’s continual ability to
make payments under this Contract is contingent upon the finding levels appropriated to the
OAG for the Strategies for each particular appropriation period. The OAG will use all
reasonable efforts to ensure that such funds are available. The parties agree that if future
levels of funding for the OAG Child Support Enforcement Strategy and/or the State
Disbursement Unit Strategy are not sufficient to continue operations without any operational
reductions, the OAG, in its discretion, may terminate this Coniract, either in whole or in part.
In the event of such termination, the OAG will not be considered to be in default or breach
under this Contract, nor shall it bé lable for any further payments ordinarily due under this
Contract, nor shall it be liable for any damages or any other amounts which are caused by or
associated with such termination. The QAGQG shall make best efforts to provide reasonable
written advance notice to County of any such termination. In the event of such a termination,
County shall, unless otherwise mutually agreed upon in writing, ceass afl work immediately
upon the effective date of termination. OAG shall be liable for payments limited only to the
portion of work the OAG authorized in writing and which the County has completed,
delivered to the OAQ, and which has been accepted by the OAG. All such work shall have
been completed, per the Contract requirements, prior to the effective date of termination.

4.42. Provision of Funding by the United States
4421, It is expressly understood that any and all of the OAG’s obligations and liabilities hereunder are

contingent upon the existence of a state plan for child support enforcement approved by the United
States Department of Health and Human Services providing for the statewide program of child
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support enforcement, pursuant to the Social Security Act, and on the availability of Federal
Financial Participation for the activities described herein. In the event that such approval of the
state plan or the availability of Federal Financial Participation should fapse or otherwise terminate,
the OAG, in its discretion, may terminate this contract, either in whole or in part. In the event of
such termination, the OAG will not be considered to be in default or breach under this contract,
nor shall it be liable for any further payments ordinarily due under this contract, nor shall it be
liable for any damages or any other amounts which are caused by or associated with such
termination. The OAG shall make best efforts to provide reasonable written advance notice to
Contractor of any such termination. In the event of such a termination, County shail, unless
otherwise mutually agreed upon in writing, cease all work immediately vpon the effective date of
termination. OAG shall be liable for payments limited only to the portion of work the OAG
authorized in writing and which the County has completed, delivered to the OAG, and which has
been accepted by the OAG. All such work shall have been completed, per the Contract
requirentents, prior to the effective date of termination.

4.5, Reimbursement Rates
4.5.1. State Case Registry

4.5.1.1.  The OAG shall be financially liable to the County for the federal share of the County’s Coniract
associated cost, Federal share means the portion of the County’s Contract associated cost that the
federal Office of Child Support Enforcement reimburses the state as federa! financial participation
under Title IV-D; for purpose of reference only the federal share on the effective date of this
Contract is 66%. The County agrees that for the purposes of this Contract all of the County’s
Contract associated costs for any given calendar month is equal to the number of new and modified
Registry Only Court Orders (together with all required data elements) provided to the OAG during
the calendar month muitiplied by a per new and modified Registry Only Court Order fee of $12.25
plus the number of Registry Only Court Orders updated during the calendar month multiplied by a
per Registry Only Court Order updated fee of $3.89 per Registry Only Court Order updated. - Thus:
- [(Calender Month new and modified Registry Only Court Orders provided x $12.25) -+ (Calender
Month Registry Only Court Orders updated x $3.89)] x Federal Share = OAG Liability.

4.5.2. Local Customer Service

4.52.1. The OAG shsll be financially lable to the County for the federal share of the County’s Contract
associated cost. Federal share means the portion of the County's Contract associated cost that the
federal Office of Child Support Enforcement reimburses the state as federal financial participation
vrider Title 1V-D; for purpose of reference only the federal share on the effective date of this
Contract is 66%. The County agrees that for the purposes of this Contract all of the County’s
Contract associated costs for any given calendar month is equal to the number of inquiries on IV-D-
cases handled by County personnel during the calendar month, plus the number of inquiries on
Registry Only cases (See Section 3.2.1 for the meaning of Registry Only cases) minus the Federal
Disallowance Percentage, muitiplied by a per inquiry fee of $4.01 per inquiry. For purpose of

‘reference only the Federal Disallowance Percentage for SFY 2008 annualized is 18%. Thus:
(Calender Month IV-D Inquiries Handled by County Personnel) + (Calendar Month Registry Only

- Inquiries Handled by County Personnel - Federal Disallowance Percentage) x ($4.01) x (Federal
Share) = OAG Liability.

4.6, Limitation of OAG Liability -

46.1. The OAG shall be liable only for Contract associated costs incurred after commencement of this Contract
and before termination of this Contract.

4,6.2. The OAG may decline to reimburse Allowable Costs which are submitted for reimbursement more than
sixty (60) calendar days after the State Fiscal Year calendar quarter in which such costs are incurred.

463, County shall refund to the OAG within thirty (30) calendar days any sum of money which has been paid to

the County which the OAG and County agree has resulted in an overpayment to County, provided that such
sums may be offset and deducted from any amount owing but unpaid to County.
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4.6.4, The OAG shall not be Jiable for reimbursing the County if the County fails to comply with the State Case
Registry Activities, the County Customer Service Unit Resources and Services, and/ or the Customer
Service Unit Documentation Sections above in accordance with the requirements of those sections.

46.5. The OAG shall not be liable for reimbursing the County for any activity currently eligible for
reimbursement as of right without the necessity for a prior existing contract e.g. sherifffprocessor fees. Nor
shall the OAG be liable for reimbursing the County for any activities eligibie for reimburserent under
another contract or Cooperative Agreement with the OAG e.g. customer service related to cases in the.same
County’s Integrated Child Support System (“ICSS”) caseload, when the County has an ICSS contract
with the OAG. Nor shall the. OAG be liable for reimbursing the County for mfonnatmn correcting
erroneous information previousty provided by the County.

4.6.6. Notwithstanding any other provision of this Contract, the maximum liability of the OAG under this
Contract is Thirty Thousand Dollars and No Cents ($30,000.00). .

4.7, Assignment of Claims

4,7.1. County hereby assigns to the OAG any claims for overcharges associated with this Contract under 15
UU.8.C. §1, et seq., and Tex. Bus. & Comm. Code §15.01, et seq.

5. CONTRACT MANAGEMENT
5.1. Written Natice De]wery

5.1.1.  Any notice reqmred or permitted to be given under this Contract by one party to the other party shall be in
writing and shall be addressed to the receiving party at the address hereinafter specified. The notice shall
be.deemed. to have been given immediately if delivered in person fo the recipient’s address hereinafter
specified. It shall be deemed to have been given on the date of certified receipt if placed in the United
States mail, postage prepaid, by registered or certified mail with return receipt requested addressed to the
receiving party at the address hereinafter specified.

5.1.1.1. County
+ ' _
5.1.1.1.1.  The address of the County for all purposes under this Contract and for all notices hereunder
shall be:
5.11.1.1.1. The Honorable Haonah Kunkle (or hisfher successor in office)
Collin County District Cletk

210 S. McDonald St. Suite 130
McKinney TX 75069-

5.1.1.2. OAG
. 5.1.1.2.1.  The address of the OAG for all purposes under this Contract and for all notices hereunder

shall be:

5.1.1.2.1.1. Alicia G. Key (or her successor in office) : N)y
Députy Attorney General for Child Support g/‘/
Office of the Attorney General ’ﬁ
PO.Box 12017 © Cw/ Y 5{“
Austin, Texas 78711-2017 N c/

5.1.1.2.2.  With copies to:

5.1.1.2.2.1. Joseph Fiore (or his successor in office)
Managing Attorney, Contracts Attorneys, Child Support Division
Office of the Attorney General
P. 0. Box 12017
Austin, Texas 78711-2017
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5.1.1.2.2.2. Allen Broussard (or his successor in office)
Mantager, Government Contracis
Office of the Attorney General’
P. O. Box 12017
Austin, Texas 78711-2017

5.2. Inspections, Monitoring and Audits

52.1. The OAG may monitor and/or conduct fiscal and/or program audits and/or investigations of the County's
program performance at reasonable times. The OAG may at its option or at the request of County provide
technical assistance to assist County in the operauon of this program. County shall provide physical access
without prior notice to all sites used for performance of service under this Contraet to the OAG, United
States Department of Health and Human Services, Comptroller General of the United States, and State
Auditor of Texas, County shall grant to the OAG, the United States Department of Health and Human
Services, Comptroller General of the United States, and State Auditor of Texas access, without prior notice,
to all books, documents, and records of the County pertinent to this Contract. The County books,
documents, and records may be inspected, monitored, evaluated, audited and copied. County shall
cooperate fully with the OAG, United States Departiment of Health and Human Services, Comptroller
General of the United States, and State Auditor of Texas in the conduct of any audit and/or investigation
including the providing of any requested books, documents, and records. County shall retain all financial
records, supporting documents, statistical records, and any otber records, documnents, papers, logs, audit
trails or books (collectively referred to as records) relating to the performances called for in this Contract,
County shall retain all such records for a period of three (3) years after the expiration of the term of this
Contract, or until the QAG or the United States are satisfied that all audit claim, negotiation, and litigation
matters are resolved, whichever period is longer. Reports or other information relating to this program
prepared by the County or at the request of the County shall be furnished to the OAG within ninety (90)
days of availability, The requirements of this Subsection shall be included in ail subcontracts.

5.3. Reimbursement of Audit Penalty

5.3.1. I funds are disallowed as a result of an audit finding contained in an audit (by County or County's
independent auditor, the OAG, the State Auditor, the U.S, Department of Health and Human Services, the
Comptroller General of the United States, or any of their duly authorized representatives) that County has
failed to foltow federal requirements for the I'V-D program, then County agrees that the County shali refund
1o OAG the amount disallowed within thirty (30) calendar days of the date of the written OAG request for
refund; provided further that such amounts may be offset and deducted from any funds payable under this
Agreement, '

5.4. Remedies for Non-Performance

5.4.1. Failure of the County to perform the contracted for services as required by this Contract shall be considered
unsatisfactory performance. Any finding of unsatisfactory performance shall be communicated to the
County in writing by the OAG Contract Manager. I the County wants to dispute the finding, a written
dispute must be received by the OAG Contract Manager no later then fifteen (15) calendar days from the
date the County received the written t'mding of unsatisfactory performance. The written dispute must detail
why the County believes the ﬁndmg is erroneous and must contain all supporting documentation. The
QAG Contract Manager will review the dispute submission to determine the validity of the original finding
of unsatisfactory performance. The determination of the OAG Contract Manager shall be final and shall
conclude the review. process. The OAG Contract Manager’s determination shall be communicated to the
County in writing. If'a written dispute of the original finding of unsatisfactory performance is not received
by the QAG Contract Manager by the time set forth above, the finding of unsatisfactory performance shall
be decmed validated and the County shall have waived its right to dispute the finding.

5.4.2. 1fthe finding of unsatisfactory performance is validated, the County shall be requested to provide the OAG
Contract Manager with a corrective action plan. A corrective action plan, acceptable o the OAG Contract
Manager, must be provided within a reasonable time period as specified by the OAG Contract Manager.
Yailure to provide an acceptable corrective action plan within the specified time period shall result in a
withholding of payments due to County under this Contract until such time that an acceptable corrective
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action plan is provided.

5.4.3. If the County does not return to satisfactory status within four months of receiving notice that an
unsatisfactory performance finding has been validated, OAG may withhold payments due to County under
this Contract until the County is once again performing satisfactorily. If the unsatisfactory status persists
for a total of six months afier receiving notice of the validated unsatisfactory performance finding, QAG
may terminate this Contract (in accordance with the Termination Section below) without payment to
County for any costs incwrred by County from the tirae that OAG commenced withholding payments due to
County being in an unsatisfactory status. Where payments are 1o resume due to County having provided an
acceptable corrective action plan or having attained satisfactory performance status the first payment after
resumption shall inciude all costs accrued during the period when payments to the County were withheld.

5.5. Training on OAG Systems

5.5.1. Any County staff performing functions under this Contract must be trained on OAG Systems. Classroom
Training on OAG Systems will be scheduled upon request from the County, by the end of the quarter
following such request. Classroom Training will be provided by OAG Regional Trainers at each of the
OAG Regional Training Centers. County shall be responsible for any and all costs associated with this
training, including, but not limited to, costs for fravel, lodging, meals and per diem; provided, however that
the QAG shall be responsible for the cost of training materials and equipment required to complete the
training class., County is responsible for scheduling the training with the QOAG and shall direct training
requests to: :

5.5.1.1. Larry Acevedo
- Office of the Attorney General
Mail Code 053
P.O. Box 12017
Austin, Texas 78711-2017
email address: CSD-TRN(@cs.oag.state.tx.us

5.6. Assignment

5.6.1. County will not assign its rights under this Contract or delegate the performance of its duties under this
Contract without prior written approval from the OAG. .

5.7. Liaison

5.7.1. County and OAG each agree to maintain specifically identified liaison personnel for their mutual benefit
during the texm of the Contract. The linison(s} named by County shall serve as the initial point(s) of
contact for any inquiries made pursuant to this Contract by OAQG and respond to any such inquiries by
QAG. The liaison(s) named by OAG shall serve as the initial point(s) of contact for any inquiries made
plrsuant to this Coniract by County and respond to any such inquiries by County. The Haison(s) shail be
named in writing at the time of the execution of this Contract.. Subsequent changes in liaison personnel
shall be coramunicated by the respective parties in writing.

5.8. Subcontracting

3.8.1, It is contemplated by the parties hereto that County shall conduct the performances provided by this
Contract substantially with its own resources and through the services of its own staff. In the event that
County should determine that it is necessary or expedient to subcontract for any of the performances
specified herein, County shali subcontract for such performances only after County has travsmitted to the
OAG a frue copy of the subcontract County proposes to exccute with a subcontractor and has obtained the
OAG?’s written approval for subcontracting the subject performances in advance of executing a subcontract.
County, in subcontracting for any performances specified herein, expressly understands and acknowledges
that in entering into such subcontract(s), the OAG is in no manner liable to any subcontractor(s) of County.
In no event shall this provision relieve County of the responsibility for ensuring that the performances
rendered under all subcontracts comply with all terms of this Contract,

5.9. Dispute Resolution Process for County Breach of Contract Claim
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5.9.1. The dispute resolution process provided for in Chapter.2260 of the Government Code shall be used, as
further described herein, by the OAG and County to attempt to resolve any claira for breach of contract
made by County.

5.9.2.  County's claim for breach of this Contraetthat the parties cannot resolve in the ordinary course of business
shall be submitted to the negotiation process provided in Chapter 2260, subchapter B, of the Government
Code. To initiate the process, the County shall submit written notice, as required by subchapter B, to the
Director, Child Support Division, Office of the Attorney General, P.O. Box 12017 (Mail Code 033),
Austin, Texas 78711-2017, Said notice shall specifically state that the provisions of Chapter 2260,
sabchapter B, are being invoked. A copy of the notice shall also be given to all other representatives of the
OAG and the County otherwise entitled to notice under this Contract. Compliance by the County with
subchapter B is a condition precedent to the filing of a contested case proceeding under Chapter 2260,
subchapter C, of the Government Code.

5.9.3. The contested case process provided in Chapter 2260, subchapter C, of the Government Code is the
County's sole and exclusive process for seeking a remedy for any and all alleged breaches of confract by
the OAG if the parties dre unable to resolve their disputes under the immediate preceding subsection.

5.9.4. Compliance with the contested case process provided in subchapter C is a condition precedent to seeking
consent to sue from the Legislature under Chapter 107 of the Civil Practices and Remedies Code. Neither

the execution of this Contract by the OAG nor any other conduct of any representative of the OAG relating
to'the Contract shall be considered a waiver of sovereign immunity to suit,

5.9.5. The submission, processing and resolution of the County's claim is governed by the published rules adopted
_ by the OAG pursuant to Chapter 2260, as currently effective, hereafter enacted or subsequently amended.

5.9.6. Neither the occurrence of an event nor the pendency of a claim constitutes grounds for the suspension of
performance by the County, in whole or in part.

5.10.  Reporting Fraud, Waste or Abuse

5.10.1.  County must report any suspecied incident of fraud, waste or abuse associated with the performance of
this Contract to any one of the following listed entities:

5.10.1i.1.  the Contract Manag;er

5.10.1.2. the Depﬁty Director for Contract Operations, Child Support Division

5.10.1.3.  the Director, Child Support Division the Deputy Director, Child Support Division
5.10.14.  the OAG Ethics Advisor _

5.10.1.5.  the Director of the OAG Office of Special Investigations

5.10.1.6.  the OAG’s Agency Integrity Program (“AIP”) Hotline (866-552-7937) or the AIP E-mailbox
(AIP@oag.state.tx.us)

5.10.1.7.  the State Auditor’s Office hotline for fraud (1-800-892-8348); or the Texas State Auditor’s Special
Investigation Unit, (512) 936-9500.

5.10.2, The report of suspected misconduct shall include (if known): .
5.10.2.1. the s_pecific suspected misconduct

5.10.2.2,  the names of the individual(s)/entity(ies) involved

5,10.2.3.  the date(s)/location(s) of the alleged activity(ies)
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5.10.2.4,  the names and all available contact information (phone numbers, addresses) of possible witnesses
or other individuals who may have relevant information; and
5.10.2.4.1. any documents which tend to support the allegations.

5.10.3. The words fraud, waste or abuse as used in this Section have the following meanings:

5.10.3.1.

5.103.2.

5.10.3.3.

M

Fraud is the use of one’s accupation for obtaining personal benefit (incleding benefit for
family/ﬁ*iends) through the deliberate misuse or misapplication of resources or assets.

Waste is the extravagant careless or needless expenditure of funds or consumpuon of property that
results from deficient practices, system controls, or decisions.

Abuse, being distinct from ﬁ’aud, encompasses iflegal acts or violations of policy or provisions of
contracts or grant agreements, When abuse occurs, no law, regulation or provision of a confract or
grant agreement is necessarily violated. Rather, the conduct of an individual falls short of behavior
that is expected to be reasonable and necessary business practice by a prudent person. An example
of abuse would be misuse of the power or anthority of an individual’s position.

6. CONFIDENTIALITY AND SECURITY

6.1, Confidentiality and Security Provisions

6.1.1, General

6.1.1.1.

Both OAG and County recognize and assume the duty to protect and safeguard confidential
information. Confidential information specifically includes personally identifiable information such
as Social Security Number, full name, date of birth, home address, account number, and case status.

~ Each entity acknowledges that the loss of confidentiality, integrity and availability of infonmation

6.1.1.2,

6.1.1.3. .

6.1.1.4.

6.1.1.5.

6.1.1.6.
SCR/LCS 7/16/08

assefs is a risk which can be minimized by effective security safeguards and enforced compliance
with information security policies, standards and procedures.

OAQ recognizes that County has existing statutory respounsibilities to maintain confidentiality of
records related to state district courts (juvenile, family, probate, civil and criminal), county courts
and national and state criminal records (FBI, NCIC, TCIC). QAG also recognizes that County has
existing processes and procedures that ensure the security and confidentiality of this information and
data and is subject to security audits or assessments by these authorities.

This agreement requires County to refrieve data from the courts and other sources and create data
within TXCSES or TXCSES Web.

County acknowledges and agrees to protect OAG Data as confidential. All references to “OAG
Data™ shall mean all data and information (i) originated by OAG and/or submitted to County by or
on behalf of OAG, or (if) which County accesses from OAG systems in connection with provision of
the Agreement Services. OAG Data does not include data and information originated by County in
the performance of its duties. Upon request by OAG, County shall execute and deliver any
documents that may be necessary or desirable under any law fo preserve ot enable OAG to enforce
its rights with respect to OAG Data. Tex. Gov't Code Chapter 552 defines the exclusive mechanism
for determining whether OAG Data are sub_]ect to public disclosure. However, data that is publicly
known and generally available to the public is not subject to these Conﬂdent1al1ty and Security

" Provisions.

If any term or provision of this Confidentiality and Security Provision, shall be found to be illegal or
unenforceable, it shail be deemed independent and divisible, and notwithstanding such illegality or
unenforceability, all other terms or provisions in this Confidentiality and Security Provision, shall
remain in full force and effect and such illegal or unenforceable term or provision shall be deemed to

be deleted,

County shall develop and implement access protection lists.  The access protection lists shall
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docuament the name and other identifying data for any individual, authorized pursuant to County’s
request, to access, use or disclogse OAG Data, as well as any special conditions and limitations
applicable to each authorization. County shall remove individuals from or change the access rights
of individuals on the access protection list immediately upon such individual no longer requiring
access, At Jeast quarterly, OAG shall send County a Hst of TXCSES Web users and County shalt
review and updafe its access protection lists and ensure that the access protection lists accurately
reflect the individuals and their access level currently authorized. County shall notify OAG of the
authorized personnel that should have access rights to OAG Data and information in the method
prescribed by OAG. County will immediately notify OAG when an individual’s access to OAG
systems is no longer relevant. OAG, in its sole discretion, may deny or revoke an individual’s
access 1o OAG Data and information and any of its systems.

6.1.1.7.  County shall perform background reviews, to include a criminal history record review, on all County
employees who will have access to OAG Data and information, and any OAG system. County shall
_certify to OAG that such reviews have been conducted and that in County’s opimon the aforesaid
smployees are deemed trustworthy, County may request OAG to perform such reviews. In such an
“instance, County shall provide OAG with any requn’ed information, consent and authorization to

perform the reviews and OAG shall perform the reviews at its own expense.

6.1.1.8, Al references to “Agreement Services” shall include activities within the scope of this Agreement.

6.1.1.9. County shall comply with all applicable statutory and regulatory provisions requiring that
information be safeguarded and kept confidential. These statutes and regulatory provisions include
but are not limited to 42 U.S.C. §§ 653 and 654; 45 CFR §§ 307.10, 307.11 and 307.13; 26 U.S.C.
6103 (IRC 6103); IRS Publication 1075 (Rev. 10-2007) and § 231.108 of the Texas Family Cods,
each as currently written or as may be amended, revised or enacted. County shall also camply with
OAG policy, processes and procedures concerning the safegnarding and confidentiality of
information, and computer security (including any requirements set forth in Attachment F, entitled
“United States Internal Revenue Service Requirements for the Safeguarding of Federal Tax
Information Including Federal Tax Returns and Return Information™). The requirements of these
" Confidentiality and Security Provisions shall be included in, and apply to, subcontracts and
agreements the County has with anyone performing Agreement Services on County’s behalf.

6.1.1.10. 'This Agreement is between County and QAG, and is not intended to create any independent cause of
action by any third party, individual, or entity against OAG or County.

6.2. OAG Data Usage and Stora;,e

6.2.1. Couniy agrees to maintain physical security for OAG data by maintaining an environment designed to
prevent loss or unauthorized removal of data. County shall ensure that all persons having access to data
obtained from OAG Systems are thoroughly briefed on related security procedures, use restrictions, and
instructions requiring their awareness and compliance. County shail ensure that all County personnel
having access to OAG Data receive annual reorientation sessions when offered by the OAG and all County
personnel that perform or are assigned to perform Agreement Services shall re-execute, and/or renew their
acceptance of, all applicable security documents and to ensure that they remain alert to all security
requirements. County personnel shall only be granted access to OAG Systems after they have received all
required security training, read the OAG Data Security Policy Manual (Attachment A), signed the
acknowledgment (and County has given the signed acknowledgment to the:OAG Contract Manager) and
read and accepted the OAG Automated Computer System Access Statement of Responsibility and the
Child Support online Login Policy (Attachment C),.

. 6.2.2. OAG Data are not allowed on mobile/remote/portable storage devices; nor may storage media be removed
from the facility used by County. Any exception to this prohibition must have OAG prior approval. Such
approval may only be granted by Controlled Correspondence or Coniract amendment. This prohibition
does not apply to County Information Systems backup procedure. County Information Systems backup
procedure is subject to the United States Internal Revenue Service requirements set forth in IRS Publication
1075 (Rev.2-2007) and Attachment F entitled “United States Internal Revenue Service Requirements for
the Safeguarding of Federal Tax Information Including Federal Tax Returns and Return Information™.
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6.2.3. County stipulates, covenants, and agrees that it will not access, use or disclose OAG Data beyond its
limited authorization, or for any purpose not necessary for the performance of its duties under this
Agreement. Without OAG’s approval {in its sole discretion), County will not: (i} use OAG Data other than
in connection with providing the Agreement Services, (ii) disclose, sell, assign, lease, or otherwise provide
OAG Data to third parties, including any local, state, or Federal legislative body; (iii) commercially exploit
(AQG Data or allow OAG Data fo be commercially exploited; or (iv) create, distribute or use any electronic
or hard copy mailing list of OAG Customers for purposes other than in connection with providing the
Agreement Services. However, nothing in this agreement is intended to restrict County from performing its
other authorized duties. For example, the duty to disseminate copies of court orders to requesting parties
that necessarily includes data such as names and addresses. In the event that County fails to comply with
this subsection, OAG may exercise any remedy, including immediate texmination of this Agreement.

6.2.3.1. County agrees that it shall comply with all state and federal standards regarding the protection and
confidentiality of OAG Data as currently effective, subsequently enacted or as may be amended.
OAG Data accessed shall always be maintained in a secure environment (with limited access by
authorized personnel both during work and non-work hours) using devices and methods such as, but
not limited to: alarm systems, locked containers of various types, fireproof safes, restricted areas,
locked rooms, locked buildings, identification systems, guards, or other devices reasonably expected
to prevent loss or unauthorized removal of manually held data. County shall also protect against
unauthorized use of passwords, keys, combinations, access logs, and badges. Whenever possible,
computer operations must be in a secure area with resiricted access. In sifuations such as remote
terminals, or office work sites where all of the requirements of a secure area with restricted access
cannot be maintained, the equipment shall receive the highest level of protection.

6.3. OAG Data Retention and Destruction, and Public Information Requests -

6.3.1.  Any destruction or purging of OAG Data shall be destroyed and/or purged in accordance with. state and
federal statutes, rules and regulations. Within ten {10) business days of destruction or purging, County will
provide the OAG with a signed statement(s) containing the date of destruction or purging, description of
OAG Data destroyed or purged, and the method(s) used,

6.3.2. Inthe event of Agreement expiration or termination for any reason, County shall ensure the security of any
QAQG Data remaining in any storage component fo prevent unauthorized disclosures. Within twenty (20)
business days of Agreement expiration or termination, County shall provide OAG with a signed statement
detailing the nature of the QAG Data retained, type of storage media, physical lecation(s), and any planned
destruction date,

6.3.3. County expressly does not have any actual or implied authority to determine whether any OAG Data are
public or exempted from disclosure. County is not authorized to respond to public information requests
which would require disclosure of otherwise confidential information on behalf-of the OAG. County agrees
to forward to the OAG, by facsimile within one (1) business day from receipt ail request(s) for information
associated with the County’s services under this Agreement. County shall forward via fax any information
requests to:

6.3.3.1. Public Information Coordinator
Ofiice of the Aitorney General
Fax (512) 494-8017
6.4, Security Incidents
6.4.1. Response to Security Incidents
6.4.1.1. County shall respond to detected security incidents, The term “security incident” means an
occurrence or event where the confidentiality of QAG Data may have been compromised. County

shall maintain an internal incident response plan to facilitate a quick, effective and orderly response
to information security incidents. The incident response plan should cover such topics as:

64.1.1.1.  Initial responders
6.4.1.1.2.  Contaiment
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6.4.1.1.3. Management Notification

64.1.14.  Documentation of Response Actions

64.1.1.5.  Expeditious confirmation of system integrity

6.4.1.1.6.  Collection of audit trails and similar evidence

6.4.1.1.7.  Cause analysis

6.4.1.1.8.  Damage analysis and mitigation

6.4.1.1.9.  Internal Reporting Responsibility

6.4.1.1.10. External Reporting Responsibility

6.4.1.1.11. OAG Contract Manager’s and OAG CISO’s name, phone number and email address

6.4.2. Attachment G is County’s current internal incident response plan. Any changes to this incident response
plan require OAG approval (which approval shall not be unreasonably withheld) and may be made by
Controlled Correspondence,. .

6.5. Notice

6.5.1. Within one (1) hoir of concluding that there has been, any OAG Data security incident County shall
initiate damage mitigation and notify the OAG Chief Information Security Officer (“OAG CISO") and the
OAG Contract Manager, by telephone and by email, of the security incident and the initial damage
mitigation steps taken. Current contact information shall be contained in the Incident Response Plan.

6.5.2.  Within twenty-four (24) hours of the discovery, County shall conduct a preliminary damage analysis of the
-security incident; commence an invesfigation into the incident; and provide & written report to the OAG
CISO, with a copy to the OAG Contract Manager fully disclosing all information relating fo the security
incident and the results of the preliminary damage analysis. This initial report shall inciude, at a minimum:
time and nature of the incident (e.g., OAG data loss/corruption/intrusion); cause(s); mitigation efforis;
corrective actions; and estimated recovery time.

6.5.3. Bach day thereafter until the investigation is complete, County shall: () provide the OAG CISO, or the
OAG CISO’s designee, with a daily oral or email report regarding the investigation status and current
damage analysis; and (i) confer with the OAG CISO, or the OAG CISO’s designee, regarding the proper
course of the investigation and damage mitigation.

6.54. Whenever daily oral reports are provided, County shall provide, by close of business each Friday, an email
report detailing the foregoing daily requirements.

6.6. Final Report

6.6.1. Within five (5) business days of completing the damage analysis and investigation, County shall submit a
written Final Report to the OAG CISO with a copy to the OAG Contract Manager, which shall include:

6.6.1.1.  adetailed explanation of the cause(s) of the security incident;

6.6.1.2.  a detailed description of the nature of the security incident, including, but not limited fo, extont of
intruder activity (such as files changed, edited or removed; Trojans), and the particular CAG Data

affected; and

6.6.1.3.  a specific cure for the security incident and the date by which such cure shall be implemented, or if
the cure has been put in place, a certification to OAG that states the date County implemented the
cure, a description of how the cure protects against the possibility of a recurrence, and that County’s
security program is operating with the effectiveness required to assure that the security,
confidentiality and infegrity of OAG Data are protected.

6.6.2. If the cure has not been put in place by the time the report is submitted, County shall within five (5)
business days after submission of the final report, provide a certification to OAG that states the date County
implemented the cure, a descnptlon of how the cure protects against the possibility of a recurrence, and that
County’s security program is operating with the effectiveness required to assure that the security,
confidentiatity and integrity of OAG Data are protected.
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6.6.3. 1f County fails to provide a Final Repott or Certification within fifteen (15) calendar days of the security
incident, County agrees that OAG may exercise any right, remedy or privilege which may be available to it
under applicable law of the State and any. other applicable law. The exercise of any of the foregoing
remedies will not constitufe a termination of this Agreement unless OAG notifies County in writing prior'to
the exercise of such remedy. .

67 Independent Right to Inv_estigate

6.7.1.  OAG reserves the right to conduct an independent investigation of any security incident, and should OAG
choose to do so, County shall caoperate fully, making resources, personnel and systems access available. If
at all poss:ble, OAG will provide reasonable notice to County that it is gomg to conduct an mdependent
investigation.

© 6.8. Security Au‘dit

6.8.1. Right te Audat Investlgate and Inspect the Facilities, Operations, and Systems Used in the Performance of
Agreement Services.

"6.8.1.1,  County shall permit OAG, the State Auditor of Texas, the United States Internal Revenue Service,
the United States Department of Health and Human Services and the Comptroller General of the
United States to: '

.6.8.1.1.1. " monitor and observe the operatlons of, and to -perform security investigations, audits .and
. reviews of the operations and records.of, the County;

6:8.1.1.2,  inspect its informatfion systen-j in order to access security at the operating system, network,
--and application levels; provided, however, that such.access shall not interfere with the daily
.operations of managing and running the system; and :

6.8.1.13. enter into the offices and places of business of County and County’s subcontractors for. a
security inspection of the facilitics and operations used in the performance of Agreement
-Services. Specific remedial measures may be required in cases where County or County’s
subcontractors are found to be noncomphant with physical and/or OAG data security
protectlon

6.8.1.2. When QAG performs any of the above monitoring, observations, and inspections, OAG will provide
, "County with reasonable notice that conforms to standard business audit protocol. However prior
notice is not always possible when such functions are performed by the State Auditor of Texas, the
United Statos Internal Revenue ‘Service, the United States Department of Health and Human
Services and the Comptroller General of the United States. In those instances the OAG will
endeavor to provide as much notice as possible but the right to enter without notice is speclﬁcally
reserved.

6.8.1.3.  Any audit of documents shalt be conducted at County's principal place of business and/or the
location(s) of County's operations durmg County's normal business hours and at OAG's expense.
County shall provide on County’s premises, (or if the audit is being performed of a- County’s
subcontractor, the County’s subcontractor’s premises, if necessary) the physical and technical
support reasonably necessary for OAG auditors and inspectors to perform their work

6.9. Remedial Action
6.9.1. Remedies Not Exclusive and Injunctive Relief
6.9.1.1. The remedies provided in this section are in addition to, and not exclusive of, all other remedies
available within this Agreement, or at law or in equity. OAG’s pursuit or non-pursuit of any one

remedy for a security incident(s) does not constitute & waiver of any other remedy that OAG may
bave at law or equity.

6.9.1.2.  If injunctive or other equitable relief is available, then County agrees that OAG shall not be required
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. to post bond or other security as a condition of such relief.

6.10.  Notice to Third Parties

6.10.1.

6.10.2,

-6.10.3,

6.11.

6.11.1.

Subject to OAG review and approval, County shall provide notice to individuals whose personal,
confidential, or privileged data were: compromised or likely compromised as a resuit of the security
incident, with such tiotice to include: (i) a brief description of what happened; (if} to the extent possible, a

- description of the types of personal data that were involved in the security breach (e.g., full name, SSN,
date of birth, home address, account number, etc.); (it} a brief deseription of what is being done fo
investigate the breach, mitigate losses, and to protect against any further breaches; (iv) contact
procedures for those wishing to ask questions or learn additional data, including a telephone number,
website, if available, and postal address; and, (v) instructions for accessing the Consumer Protection
Fdentity Theft section of the OAG website. County and OAG shall mutually agree on the methodology
for providing the notice. .

County shall be tesponsible for responding to and following up on inquiries and requests for further
agsistance from persons notified under the preceding section.

If County does not provide the required notice, OAG may elect to provide notice of the security incident.

County and OAG shall mutually agree on the methodology for providing the notice. Costs (excluding

personnel costs) associated with providing notice shall be reimbursed to OAG by County. If County does

not reimburse: such ‘cost within thirty (30) calendar days of request, OAG shall have the right to collect

-such cost: Additionally, OAG may collect such cost by offsetting or reducing any future payments owed
- 1o County.

Commencement of Legal Action
County shail not commence. any legal proceeding on OAG’s behalf outside the scope of the Agreement

Services without OAG’s express written consent. OAG shall not commence any legal proceedings on
County’s behalf without County’s express written consent.

7. - AMENDMENT

7.1. This Contract shall not be amended or modified except by written amendment executed by duly authorized
representatives of both parties. Any alterations, additions or deletions to the terms of this Contract which are
required by changes in federal or state law are automatically incorporated into this Contract without written
amendment to this Contract and shall be effective on the date designated by said federal or state law.

8. TERMINATION OF CONTRACT

8.1. Termination

8.1.1,

Either party to this Contract shall have the right to either terminate this Contract in its entirety or in part.
However, a County continning to contract to provide Local Customer Setvice services must also continue
to contract to provide State Case Registry services, The Contract, or portion.of the Contract, may be
terminated by the terminating party notifying the other party in wrmng of such termination and the
proposed-date of the termination no later than thirty (30) calendar days prior to the effective date of such
termiriation.

8.2. Survival.of Terins

8.2.1, Termination of this Contract for any reason shall not release the parties from any liability or obligation set

forth in this Contract that is expressly stated to survive any such termination or by its nature would be
intended to be applicable following any such termination.

-9, TERMS AND CONDITIONS
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9.1. Federal Terms and Conditions

9.1.1. Compliance with Law, Policy and Procedure

9.1.1.1.

County shall perform its obligations hereunder in such a manner that ensures its compliance with
OAGQG, pelicy, processes and procedure. 1t shall also comply with all state and federal laws, rules,
regulations, requirements and guidelines applicable to County: (1) performing its obligations
hereunder and to assure with respect to its performances hereunder that the OAG is carrying out the
program of child support enforcement pursuanit fo Title IV, Part D of the federal Social Security Act
of 1935 as amended; (2) providing services to the OAG as these laws, rules, regulations,
requirements and guidelines currently exist and as they are amended throughout the term of this
Contract County understands and agrees that from time to time QAG may need to change its policy,
processes or procedures and thal such change shall not entitle County to any increased cost
reimbursement under this Confract; provided, however, that County may exercise its right to0
terminate the Contract in accordance with the Termination Section below. OAG shall provide
County e-mall notice of any change in OAG policy, processes or procedures,

9.1.2. Civil Rights

9.1.2.1.

County agrees that no person shall, on the ground of race, colar, religion, sex, national origin, age,
disability, political affiliation, or religious belief, be excluded from participation in, be denied the
benefits of, be subjected to discrimination under, or be denied. employment in the administration of,

‘or in connection with, any program or activity funded in whole or in part with funds provided by this

Contract County shall ¢comply with Executive Order 11246, “Equal Employment Opportunity” as
amended by Execufive Order 11375, “Amending. Executive Order 11246 relating to Equal
Employment Opportunity” and as supplemented by regulations at 41 C.F.R. Part 60, “Office of
Federal Contract Compliance Programs, Equal Employment  Opportunity, Department of Labor.”
County shall ensure that all subcentracts comply with the above referenced provisions.

9.1.3. Certification Regarding Debarment, Suspension, Ineligibility, and Voluntary Exclusion from Participation
in Contracts Exceeding $100,000.00 .

9.1.3.1.

2.1.3.2. .

County certifies by entering into this Contract, that neither it nor its principals are debarred,
suspended, proposed for debamment, declared ineligible, or voluntarily excluded from participation in
this transaction by any federal department or agency.

The certification requirement of this provision shall be included in all subcontracts that exceed
$1006,600. . :

9.14, Environmentai Protection (Contracts in Excess of $100,000.00)

9.14.1.

County shall be in compliance with all applicable standards, orders, or requirements issied under
section 306 of the Clean Air Act (42 USC 1857(h)) Seetion 508 of the Clean Water Act (33 USC
1368) Executive Order 11738, and Environmental Protection Agency regulations (40 CFR part 15).
The requirements of this provision shall be included in all subcontracts that exceed $100,000.

9.1.5, Certain Disclosures Coﬁceming Lobbying [Contracts in excess of $100,000]

9.1.5.1.

SCR/LCS 7/16/08

Certain Counties shall comply with the provisions of a federal law known generally as the Lobbying
Disclosure Acts of 1989, and the regulations of the United States Department of Health and Human
Services promulgated pursuant to said law, and shall make all disclosures and certifications as
required by law. County must submit at the time of execution of this Contract a Certification
Regarding Lobbying (Attachment E). This certification certifies that the County will not and has not
used federally appropriated funds to pay any person or organization for influencing or attempting to
influence any officer or employce of any Federal agency, a member of Congress, officer or
employee of Congréss, or an employee of a member of Congress in connection with obtaining any
Federal Contract, grant or any other award covered by 31 U.8.C. 1352. It also certifies that the
County will disclose any lobbying with non-Federal funds that takes place in connection with
obtaining any Federal award by completing and submitting Standard Form LLL.
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9.1.5.2.  The requirements of this provision shall be included in all subcontracts exceeding $100,000.
9.2. News Releases or Pronouncements

9.2.1. News releases, advertisements, publications, declarations, and any other pronouncements pertaining fo this
Contract by County, using any means or media, must be approved in writing by the OAG prior to public
dissemination, . -

9.3, Date Standard

9.3.1. Four-digit year elements will be used for the purposes of electronic data interchange in any recorded form.
The year shall encompass a two digit century that precedes, and is contiguous with, a two digit year of
century (e.g. 1999, 2000, ete.). Applications that require day and Month information will be coded in the
following format: CCYYMMDD. Additional representations for week, hour, minute, and second, if
required, will comply with the international standard ISO 8601: 1988, “Data elements and interchange
formats--information interchange--Representation of dates and times.”

9.4. Headings

9.4.1. The headings for each section of this Contract are stated for convenience only and are not to be construed
as limiting,

9.5. Agreement Relating to Debts or Delinquencies Owed to the State

9.5.1.  Asrequired by §2252.903, Government Code, the County agrees that any payments due under this Contract
"shall be directly, applied towards eliminating .any debt or delinquency including, but not bimited to,
delinquent taxes, delinquent student loan payments, and delinquent child suppott.

9,6, Non-Waiver of Rights

9.6.1. Failure of a party to require performance by another party under. this Contract will not affect the right of
such party to require performance in the future. No delay, failure, or waiver of either party’s exercise or
partial exercise of any right or remedy under this Contract shall operate to limit, impair, preclude, cancel,
waive or otherwise affect such right or remedy. A waiver by a party of any breach of any term of this
Contract will not be construed as a waiver of any continuing or succeeding breach. Should any provision
of this Contract be invalid or unenforceable, the remainder of the provisions will remain in effect.

9.7. No Waiver of Sovereign Immunity -

9.7.1.  The pariies expressly agree thét no provision of this contract is in any way intended to constitute a waiver
by the OAG or the State of Texas of any immunities from suit or from liability that the QAG or the State of
"Texas may have by operation of Jaw.

9.8. Severability

9.8.1. If any provision of this contract is construed to be illegal or invalid, such construction will not affect the
legality or validity of any of its other provisions. The illegal or invalid provision will be deemed severable
and stricken from the contract as if it had never been incorporated herein, but all other provisions will
continue in full force and effect.

9.9, Applicable Law and Venue

9.9.1. Applicable Law and Venue: County agrees that this Contract in all respects shall be governed by and
construed in accordance with the laws of the State of Texas, except for its provisions regarding conlicts of
laws. County also agrees that the exclusive venue and jurisdiction of any legal action or suit brought by -
County concerning this Contract is, and that any such legal action or suit shall be brought, in a court of
competent jurisdiction in Travis County, Texas. OAG agrees that any legal action or suit brought by OAG
concerning this Contract shall be brought in a court of competent jurisdiction in Coilin County. All
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payments under this Contract shall be due and payable in Travis County, Texas.

9.10. Entire Contraci

9.10.1. This instrument constitutes the entire Contract between the parties hereto, and alf oral or written contract
between the parties relating to the subject matter of this Contract that were made prior to the execution of
this Contract have been reduced to writing and are contained herein,

9.11. Counterparts

9,11.1. This Contract may be executed in one or more counterparts, each of which shall be deemed an or{ginal, but
a]_l of which together shall constituie one and the same instrument.

9.12.  Attachments

9,12.1. Attachment A: OAG Information Security Policy Manual

9,122. Attachment B: OAG Automated Computer System Access - Statement of Responsibility
9,12.3. Attachment C: Child Support Online Login Policy

9,12.4. Attachment D: Data Integrity Procedures Changes to Case Information

9.12.5. Attachment E: Certification Regarding Lobbying

9.12.6. Attachment F: IRS Publication 1075 (Rev.10-2007)

9.12.7. Attachment G: Incident Response Plan

THIS CONTRACT IS HEREBY ACCEPTED
Office of the Attorney General

ez 2. “f&/

Alicia G, Key i
Deputy Atiormey General for Child S_upport ‘ County Judge, Collin Cuunty
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0. Lxecutive Smmmary

The Office of Attorney General [OAG] has a commitment to the citizens of Texas to ensure
that the information entrusted to them will be reasonably secure and protected.
Unauthorized use of any kind must not be tolerated and such use should be punishable to
the fullest extent of the law. An effective information security program takes a lot of work,
commitment and cooperation among the employees of OAG. We are all involved in the
well-being of this strafegic effort. The Information Security Officer for your division (i.e.,
- CSD or A&L) may be contacted for further information as required.

Purpose
The intent of the OAG Information Security Policy Manual is threefold:;
2) comprehensive documentation of the current information security and contingency planning
policies as determined by management;
3) education for the users on the proper usage of OAG information assets; and
4) legal ramifications of the misuse of information assets,

The Challenging OAG Environment

Information asset protection and contingency planning are becoming two of the more complex
challenges of the modem automated environment. Our automation systems consist of large central
databases, over otie hundred (100) Local Area Networks (LAN) and one of the largest Wide Area
Networks (WAN) in the State of Texas. Our network is now tied to the Internet, and other State and
federal agencies as required.

Information Asset Protection and Disclosure

As technology becomes more prolific, the chance of OAG information assets becoming destroyed,
modified or disclosed, either intentionally or inadvertently, becomes more prevalent. The Texas
Administrative Code | TAC 201.13 (b) indicates a required classification and ownership
methodology under the Texas Public Information Act,

Security Awareness Program

A comprehensive security awareness program has been established for all OAG personnel.
It is incumbent upon each OAG employee, consultant or contractor to be familiar with the
Information Security Policy Manual and assocaated procedures in his or her respective
area.

Contingency Planning )

Finally, the OAG is charged with providing a comprehensive contingency plan and disaster
recovery procedures for all data center, and field operations. Information security
“ownership,” classification, access and controls, resulting risk assessment and criticality
analyses are used as a basis for business resumption planning.
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1.1

1.2

1.3

1.0 Policy

- Program Policy:

Information and information resources residing in the Office of the Attorney General
(OAG) are strategic and vital assets belonging.to the people of Texas. These assets
require a degree of protection commensurate with their value. Measures will be
taken to protect these assets against accidental or unautherized disclosure,
modification or destruction, as well as to assure the security, reliabiiity, integrity
and availabitity of information. ' .

Scope of Policy:
This pollcy applies to all information resources that are used by or for the OAG, It
applies to information processing systems throughout their life cycle. This policy

also applies to all users (manager, employees, contractors, etc.) of OAG
information assets. -

issue-Specific Policy:
The following are the policies that cover specific issues as they relate to the security
of information within the OAG.

1.3.1 Use of OAG Information Resources:

State information resources will be used only for official State purposes.

Compliance with this policy will be monitored via periodic maintenancs,

scheduled and random audits, The individual user of OAG information

resources shall have no expectation of privacy for information contained
~ within or processed by an QAG information resource.

1.3.2 Classification of Information (Data) Assets:

All information processed by or for the OAG is of value and therefore will be
classified. The OAG has three levels of data classification. They are
confidential, sensitive and unclassified. Further detailed descriptions of these
classifications can be found in the "information Ciassifications" section of the
information Security Procedure Manual.
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1.3.3 Information Asset Protection;

. Information which s confidential or sensitive will be protected from

unauthorized access or madification..Data which is essential to critical State
functions must be protected from loss, contamination or destruction. The
expense of security safeguards will be appropriate to the value of the assets
being protected.

1.3.4 Access 1o OAG information Assets:

1.3.5

1.3.6

Access to OAG information resources must be strictly controlled. State law
requires that State owned information resources be used only for official
State purposes. Read access to OAG information is on a need-to-know
basis. When access by the user requires the use of a password, or other
security measure, that security measure must be kept confidential by the
intended user. -

Data Integrity:

The integrity of data, its source, its destination and processes applied to it
must be assured. The creation or modification of OAG information may only
be performed by authorized personnel. Each user will be individuatly
accountable for his/her actions when handling, processmg, or otherwise
using OAG information.

E-Mgi!:

Electronic mail (e-mail) is a form of communication which uses information
assets. However, as with the use of phones (excluding fong distance)
employees may use the e-mail system for communicating with OAG
employees on non official business provided such communication does not
disrupt or interfere with official State business, is kept to a. minimum duration

_ and frequency, and is not palitical in nature.

1.3.7

'June_, 1699

Copyright:

OAG information assets shall not be used to produce ilegal copies of
copyrighted information. lllegal copies of software shail not be ioaded or
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executed on OAG information systems. Regular audits will be conducted to
search for unauthorized software installed on machines.

1.3.8 Personal Hardware and Software:

No personal programs of any kind are to be loaded onto any State computer.
Hardware provided by the user may not be used at the OAG or connected to
the OAG's networks.

1.3.9 Shareware and Freeware:

Shareware and freeware will not be loaded or otherwise used on QAG
systems unless specificaily approved by the Information Resource Manager.
1.3.10 Asset Protection: - :

Managing information security within the OAG requires commitment and
support on the part of executive, technical and program management. The
protection of information assets is a management responsibility. All
managers shouid be involved in the security awareness program and
should acfively promote security awareness among thelir staff and enforce
OAG policies and procedures.

1.3.11 Voice/Phone Mail:

Voice or phone mail is a form of communication which uses information
assets. However, employees may use the voice mail system for
communicating with other OAG employees and personal business
provided such communication does not disrupt or interfere with official
State business, is kept to a minimum duration and frequency, and is not

political in nature.

1.3.12 Data Encryption and Key Management.

It is not a requirement at this time for agencies to use data encryption
techniques for storage and transmission of data. However, those agencies
who choose to employ data encryption shall adopt the data encryption
standard, also referred to as the DES algorithm, which is defined in the
Federal Information Processing Standard Publication 46-2 (FIPS PUB 46-2).
Any use of encryption by OAG staff must be approved in advance by their
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Division Director. For systems employing encryption as described,
procedures shall be prescribed for secure handling, distribution, storage and
construction of DES key variables used for encryption and decryption.
Protection of the key shall be at least as stringent as the protection required
for the information encrypted with the key. Copies of the FIPS PUB 46-2 are
available from the Information Security Officer (ISO).

1.3.13 Security Awareness;

The OAG will provide an ongoing awareness and fraining program in
information security and in the protection of State information resources for
all personnel whose duties bring them info contact with confidential or
sensitive data. New employee orientation will be used to establish security
awareness and inform new employees and contractors information security
policies and procedures. Information security programs must be responsive
and adaptable to changing vuinerabllltles and technologies affecting State
information resources,

1.3.14 Risk Analysis and Risk Management:

Risks to information resources must be managed. The OAG will perform a
comprehensive risk analysis of all information processing systems on a
periodic basis, Risk analysis results will bé presented to the owner of the
information resource for risk management.

1.3.15 Contingency Planning:

All information resources determined by agency management to be essential
to the agency's critical mission and functions, shall have a written and cost-
effective contingency plan. The contingency plan shall be tested and updated
annually to assure that it is valid and current. Backups of data and software
will be maintained to mitigate the impact of such a disaster. A disaster
declaration will be issued by the Attorney General in the event that a disaster
destroys or makes inoperable a significant portion of the processing
capability of the OAG. This declaration will authorize the Information
Resource Manager to make timely decisions in the recovery of the
information assets.

1.3.16 Termination and Transfers:
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Computer user identifications (User ID's}for employees that have terminated .
smployment with the OAG must be removed from the computer system
immaediately following termination notification. If the agency is terminating the
employee, the |D should be removed prior to or at the same time of the
employee being notified of the termination. For employees transferring to
another position and/or section within the OAG, the user iD should also be
removed immadiately.

1.3.17 Bulletin Board Access:

Users of OAG information assets are authorized to access electronic bulletin
boards in performance of their dufies, but they remain responsible for

- ensuring that all security precautions and policies are followed. Policies 1.3.6
& 1.3.7 on personal software and freeware and shareware still apply to

anything that is downloaded from bulletin boards (including Texas State
bulletin boards).

1.3.18 Internet Policy:

The OAG has provided e-mail access fo the Internet for all employees.

Employees should use caution and are responsible for his or her actions

when using this medium, Web browser access should be fimited to those

areas relevant to your job functions. Web access to non-job related sites
represents an unauthorized use of government time, property and facilities.

Employees violating this policy are subject to disciplinary action, up to and

inciuding dismissal from the Agency.

CAVEAT:  The OAG has implemented reasonable security measures to
protect staff when using the Intemet. However, the OAG.
cannot guarantee the security when using this system.
Thersfore, confidential and sensitive mformat:on will not be
transferred using this medium.

1.3.19 Passwords:

June, 1999

Systems which use passwords, shall follow the OAG guidelines based upon
the federal standard on password usage contained in the Federal information
Processing Standard Publications 112 (FIPS PUB 112), which specifies
minimum criteria and provides guidance for selecting additional password
security criteria, when appropriate. Copies of FIPS PUB 112 are avaiiable
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from the Information Security Officer. Disclosure of an individual's password
or use of an unauthorized password or access device may be punishable
under both Staie and Federal law.

1.3.20 Security Breaches:

Any event which results in loss, disclosure, unauthorized modification, or
unauthorized destruction of information resources constitutes a security
incident or breach. Users should report any security breaches immediately to
the 1SO, who will promptly investigated the incident. If criminal action is
suspected, the agency must contact the appropriate local law enforcement
and investigative authorities immediately.

1.3.21 Data Communications Systems:

Network rescurces (LAN-WAN-Mainframe) that access confidential or
sensitive information will assume the security level of that information for the
duration of the session. All network components under State control must
. be identified and restricted to their intended use.

1.3.22 Dial-up Access:

For services other than those authorized for the public, authorized users of
dial-up access shall be positively and uniquely identifiabie and their identity
authenticated to the systems being accessed.

1.3.23 User Identification:

Except for public users of systems where such access is authorized, or for
sifuafions where risk analysis demonstrates no need for individual
accountability of users, each user of a multiple-user automated system shall
be assighed a unique personal identifier or user identification.

1.3.24 Warning Statements:
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System identification screens will be provided at the time of initial logon to the
mainframe or LAN/WAN. These screens will provide the following warning
statements:

(i) unauthorized use is prohibited;
(i) usage may be subject to security testing and monitoring; and
(iii) abuse is subject to criminal prosecution.

1.3.25 Sy' stem Development and Testing:

Securlty needs must be considered and addressed in all phases of
development or acquisition of new information processing systems.
Test functions shall be kept either physically or logically separate from
production functions. '

1.3.26 _Sta_tement of Responsibility:

Al OAG personnel shall be required to provide written
acknowledgment that they have received, read and understand the
Information Security Policy Manual.

1.3.27 Automatic Suspension / Deletion of User ID's:

Mainframe, LAN and Remote Access ID's will be monitored for usage.
Unused 1D's pose a security threat and will be subject to suspension
after 30 days and deletion after 60 days, without notice to the user.

. 1.3.28 Physical Security: -

Management reviews of physical security measures will be conducted
annually, and when significant modifications are made to the faciiities or
security procedures. '

Physical access to mainframe computer and file server rcoms will be
restricted to authorized personnel. Authorized visitors will be required to
record their visits via a sign-in / sign-out log.

1.3.29 Positions of Special Trust:
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The OAG will establish procedures for reviewing information resource
functions to determine which positions require special trust or responsibilities.
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Aftachment D

Data Integrity Procedures Changes to Case Information

Before updating member/ case information, such as home address, phone number, etc., verify the caller’s
identity. Ask the caller for the following identifiers:

+ Name
» Date of Birth
* Home address

If there is any doubt_aﬁout the caller’s identity after these identifier’s have been obtained, ask for the
children names and date of birth.

When pertinent information i unavailable on registry-only (RQ) cases, county staff are prevented from
verifying a caller’s identity. Once all attempts to verify the caller’s identity have been exhausted, instruct
the caller to take one of the following actions in-order to have the member/case information updated on
TXCSESWeb:

* Mail:

+ acopy of a photo ID

+ information to be updated

» prooffverification of the information to be updated {ie., home address S8N card, drivers license, efc.) to
the county address

* FAX:
~+ aphoto ID
+ information to be updated
« prooffverification of the information to be updated (ie., home address, SSN card, drivers license, etc.) to
the county FAX number

+ E~-mail the information to be updated with a scanned copy of the proofiverification information to be
updated (ie., home address, SSN card, drivers license, ete.) to the county email address

* In Person (District Clerk Office or Domestic Relations Office);

« aphoto ID

» information to be updated

* proofiverification of the information to be updated (ie., home address, SSN card, drivers license, eic.)

+ Visit the local child support office that is ass:gned to work, the RO case and provide:

* aphoto ID

« information to be updated

+ prooffverification of ihe information to be updated (ie., home address, SSN card, drivers license, etc.)



ATTACHMENT E

CERTIFICATION REGARDING LOBBYING
DEPARTMENT OF HEALTH AND HUMAN SERVICES
ADMINISTRATION FOR CHILDREN AND FAMILIES

PROGRAM:. CHILD SUPPORT ENFORCEMENT PROGRAM PURSUANT TO TITLE IV-D
OF THE SOCIAL SECURITY ACT OF 1935 AS ADMINISTERED BY THE OFFICE OF THE

ATTORNEY GENERAL OF TEXAS

PERIOD: September 1, 2007 - August 31, 2009

Certification for Contracts, Grants, Loans and Cooperative Agreements

The undersigned certifies, to the best of his or her knowledge and belief, that:

1)

@

&)

No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an office or employee of Congress, or an employee of a Member of congress in
connection with the awarding of any Federal contract, the making of any Federal grant, the making of
any Federal loan, the entering into of any cooperative agreement, and the extension, continuation,
renewal, amendment, or modification of any Federal contract, grant, loan, or cooperative agreement.

If any funds other than Federal appropriated funds haven been paid or will be paid to any person for
influencing or attempting to influence an office or employee of any agency, a Member of congress,
an officer or employee of Congress, or an employee of Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit
standard Form LLL, “Disclosure Form to Report Lobbying," in accordance with its instructions.

The undersigned shall require that the language of this certification be included in the award
documents for all subawards at all tiers (including subconiracts, subgrants, and contracts under
grants, loans, and cooperative agreements) and that all subrecipients shall certify and disclose
accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each
such failure.

Signature Date

Agency/Organization Date
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ATTACHMENT F
United States Internal Revenue Service Requirements for the Safeguarding of Federal
Tax Information Including Federal Tax Returns and Return Information
#.1. PERFORMANCE

#.1.1. In performance of this contract, the contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following requirements:

#.1.2. All work will be done under the supervision of the contractor or the confractor's
employees.

#.1.3. Any return or return information made available in any format shall be used only
for the purpose of carrying out the provisions of this contract. Information contained in
such material will be treated as confidential and will not be divulged or made known in
any manner to any person except as may be necessary in the performance of this contract.
Disclosure to anyone other than an officer or employee of the contractor will be
prohibited.

#.1.4. All returns and return information will be accounted for upon receipt and properly
stored before, during, and after processing, In addition, all related output will be given the
same level of protection as required for the source material.

#.1.5. The contractor certifies that the data processed during the performance of this
contract will be completely purged from all data storage components of his or her
computer facility, and no output will be retained by the contractor at the time the work is
completed. If immediate purging of all data storage components is not possible, the
contractor certifies that any IRS data remaining in any storage component will be
safeguarded to prevent unauthorized disclosures.

#.1.6. Any spoilage or any intermediate hard copy printout that may result during the
processing of IRS data will be given to the agency or his ot her designee. When this is
not possible, the contractor will be responsible for the destruction of the spoilage or any
intermediate hard copy printouts, and will provide the agency or his or her designee with
a statement containing the date of destruction, description of material destroyed, and the
method used.

#.1.7. All computer systems processing, storing, or transmitting Federal tax information
must meet the requirements defined in IRS Publication 1075. To meet functional and
assurance requirements, the security features of the environment must provide for the
managerial, operational, and technical controls. All security features must be available
and activated to protect against unauthorized use of and access to Federal tax
information.

~ #.1.8. No work involving Federal tax information furnished under this contract will be -
subcontracted without prior written approval of the IRS.

#.1.9. The contractor will maintain a list of employees authorized access. Such list will be-
provided to the agency and, upon request, to the IRS reviewing office.

IRS Pub 1073, Rev. Qct. 2007 Page 1 of 3



ATTACHMENT F
United States Internal Revenue Service Requirements for the Safeguarding of Federal
Tax Information Including Federal Tax Returns and Return Information
#.1.10. The agency will have the right to void the contract if the contractor fails to
provide the safeguards described above. (NOTE TO DRAFTER: Include any additional
safeguards that may be appropriate.)

#.2. CRIMINAL/CIVIL SANCTIONS

#.2.1. Each officer or employee of any person to whom returns or return information is or
may be disclosed will be notified in writing by such person that returns or return
information disclosed to such officer or employee can be used only for a purpose and to
the extent authorized herein, and that further disclosure of any such returns or return
information for a purpose or to an extent unauthorized herein constitutes a felony
punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long
as 5 years, or both, together with the costs of prosecution. Such person shall also notify
each such officer and employee that any such unauthorized further disclosure of returns
or return information may aliso result in an award of civil damages against the officer or
employee in an amount not less than $1,000 with respect to each instance of unauthorized
disclosure. These penalties are prescribed by IRC sections 7213 and 7431 and set forth at
26 CFR 301.6103(n)-1.

#.2.2. Each officer or employee of any person to whom returns or return information is or
may be disclosed shall be notified in writing by such person that any return or return
information made available in any format shall be used only for the purpose of carrying
out the provisions of this contract. Information contained in such material shall be treated
as confidential and shall not be divulged or made known in any manner to any person
except as may be necessary in the performance of the contract. Inspection by or
disclosure to anyone without an official need to know constitutes a criminal misdemeanor
punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long
as 1 year, or both, together with the costs of prosecution. Such person shall also notify
each such officer and employee that any such unauthorized inspection or disclosure of
returns or return information may also result in an award of civil damages against the
officer or employee [United States for Federal employees] in an amount equal to the sum
of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect
to which such defendant is found liable or the sum of the actual damages sustained by the
plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a
willful inspection or disclosure which is the result of gross negligence, punitive damages,
plus the costs of the action. These penalties are prescribed by IRC section 7213A and
7431,

#.2.3. Additionally, it is incumbent upon the contractor to inform its officers and
employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5
U.S.C. 552a. Specifically, 5 U.8.C. 552a(i)(1), which is made applicable fo confractors
by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by
virtue of his/her employment or official position, has possession of or access to agency
records which contain individually identifiable information, the disclosure of which is
prohibited by the Privacy Act or regulations established thereunder, and who knowing
that disclosure of the specific material is prohibited, willfully discloses the material in
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' ATTACHMENT F
United States Internal Revenue Service Requirements for the Safeguarding of Federal
Tax Information Including Federal Tax Returns and Return Information
any manner to any person or agency not entitled to receive it, shall be guﬂty of a
misdemeanor and fined not more than $5,000.

#.3. INSPECTION

#.3.1. The IRS and the Agency shall have the right to send its officers and employees into
the offices and plants of the contractor for inspection of the facilities and operations
provided for the performance of any work under this contract. On the basis of such
inspection, specific measures may be required in cases where the contractor is found to
be noncompliant with contract safeguards.
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County
Inc:Ident Response Plan

. Overview

Pursuant to the 2009 SCRIL.CS Contract # , § 6.4.1.1, this incldent
Response Plan is designed to provide a general guidance {o county staff, both
technical and managerial, to:

+ enable quick and efficlent recovery in the event of security incidents which
may threaten the confidentiality of OAG Data;
« respond in a systematic manner to incidents and carry out all necessary
steps to handle an incldent;
o prevent or minimize disruption of misslon-cntlcal services; and,
s minimize loss or theft of confidential data,

The plan Identifies and describes the roles and responsibilities of the Incident
Response Team and outlines-steps to take upon discovery of unauthorized
access to confidential data. The Incident Response Team is responsible for
putting the Plan into actlon

Incident Response Team

The incident Response Team is established to provide a quick, effective and
orderly response 1o any threat to confidential data. The Team’s mission is to
prevent a serious loss of information assets or public confidence by providing an
immediate, eifective and skillful response to any unexpected event involving
computer information systems, networks or databases. The Team is responsible
for investigating suspected security incidents in a timely manner and reporting
findings to management and the appropriate authorifies as appropriate.
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Incident Response Team Roles and Responsibilities

kiR osition

-iRoles:and Responsibilitles

‘ Chief Information
Seacurity Officer
(CISO)

. Immediately report incident directly to QAG GISO and OAG Contract
Manager

« Determine nature and scope of the incident

» Contact members of the Incident Response Team

+ Datarmine which Team members piay an active role In the Invesiigation

« Escalate to executive management as appropriate

-+ Contact other depariments as appropriate
.+ Monitor and report progress of investigation to OAG CISO

+ Ensure evidence gathering and preservation is appropriate
» Prepare and provide a writien summary of the incident and corrective
action taken to OAG CISO

information
Tachnology
Operations Center

¢ Central point of contact for all computer incidents

+ Notify CISO to activate Incident Response Team

» Complete Incident [dentification form (Aftachment One) and Incident
Survey (Attachment Two) and forward to County CISO

nformation Privacy
Office

» Dacument the types of parscnal information that may have been
bresched .

« Provide guidance throughout the invest:gatlon on issues relating o
privacy of customer and employee personal information

.+ Assist in developing appropriate communication to impacted parties
- » Assess the need (o change privacy poilciss, procedures andfor

praciices as a result of the breach

Network
Architecture

» Analyze network traffic for slgns of external attack

¢ Run tracing tool and event loggers -

« Laok for signs of firewali braach

« Contact external-internet service provider for assistance as appropriate

« Take necassary action to block traffic from suspected intruder

« Complate Incldent Contalnment Forms (Attachment Three), as
appropriate, and forward to County CISO

.Operating Systems
Architecture

«» Ensure all service packs and patches are current on mission-critical
computers

+» Ensure backups are In place for all critical systems

+ Examine system logs of critical systems for unusual activity

+ Complete incident Containment Forms (Attachment Thres), as
appropriate, and forward to County CISO

Business
Applications

« Monitor businass applications and services for signs of attack

« Revisw audit logs of mission-critical servers for signs of suspicious
activity

« Contact the Information Technology Operations Center with any
Information ralating to a suspected breach

« Coliect partinent information regarding the incldent at the request of
the CISO

Internal Auditing

« Review systems to ensure compliance with information security policy
and controls

» Parform appropriate audit test work to ensure mission-critical systems
are current with service packs and paiches

+ Raport any system controt gaps to management for corrective aciion

« Complete incident Eradlcation Form (Attachment Four) and forward to
County CISO
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Inciden_t Contact List

OAG Contact Information

“Phone
‘Number -

OAG Ghief of Information

Sacurity Officer Wait Fouitz | 512-936-1320 | wait.foultz@oag.state.tx.us
QAG SCR/LCS Contract | Allen m .
Manager Broussard 512.460-6373 ailen_.broussard@cs.oag.state.tx.us

County Contact Information

Chief of Information Security
QOffices
County SCR/LCS Contract
Manager Ma nhe

information Technology ’

Operations Center (aren S¥:pulorth :

information Privacy Office Hannah Kunkle 923:548-9200 i Kum K ie @ Co., collindwins
‘Network Architecture (Abrein SK. putorth

Operating Systems o

Architecture v K. pudorth

Buslness Appiications L NJA

internal Auditing Don Comad 191 4346 DlozadPes Collintd u s
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Attachment One

Incident Identification

e

Incident Detector’s Information:

Diate and Thne

Name: Detected:
Title;

Location Incident

Phone: - Detected From:
Email;
Detector's

Signature: Date Signed:

Type of Incident Detected: .
+ Denial of Service ¢ Unauthorized Use « Hspionage « Probe e Hoax
« Malicious Code + Unauthorized Access s Other

Incident Location:

Site:

Site Point Of Contact:

Phone:

Brmail:

How was the Intelleciual
Property Detected:

Additional Information:

Page 6 of 9



Attachment Two

Incident Survey

Date Updated:

Location{s) of affected systems;

Pate and time incident kandlers arrived at site:

Describe affected information system(s):

Is the affected systeﬁa connected to a network? YES NO

Is the nffected system connected to & modem? YES NO

Describe the physical security of the location of affected information systems (Jocks, security alarms,
building access, ete.):
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Attachment Three
Incident Containment

Date Updated: _

CIS0 apﬁroved removal from network? YES NO

. If YES, date and time systems were removed;

If NQ, state reason’

Successful backup for all systems?  YES NO

Name of person(s) performing backup;

Date and time backups started:

" Date and time backups complete:
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Attachment Four

incident Eradication

Date Updated:

Mame of person(s) performing forensics on systems:

‘Was the viinerability identified: YES NO

Describe:
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